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The Trusted Triple Modular Redundant (TMR) System has been designed and
certified for use in safety-related applications. To ensure that systems build
upon these foundations, it is necessary to impose requirements on the way
such systems are designed, built, configured, tested, installed, and
commissioned, operated, maintained, and de-commissioned. This manual
sets out the requirements to be met during these stages of a safety-related
system to ensure that the safety-related objectives of a Trusted TMR System
are achieved.

This manual is intended primarily for system integrators and is not intended
to be a substitute for expertise or experience in safety-related systems. It is
assumed that the reader has a thorough understanding of the intended
application and can translate readily between the generic terms used within
this manual and the terminology specific to the integrator’s or project’s
application area.

Safety Integrity Level (SIL) as defined in the International Electrotechnical
Commission (IEC) standard: IEC 61508-4: 2010; Section 3.5.8 is used
throughout industry and it is respected by the safety community.

The Trusted TMR System and this manual, in its English version, have been
independently reviewed and certified by the German certification authority
Technischer Uberwachungs-Verein (TUV Rheinland) to meet the
requirements of IEC 61508 SIL 3.

The contents of this manual represent the requirements that shall be fulfilled
to achieve certified safety-related systems up to Safety Integrity Level 3 (SIL 3).
The conditions and configurations that shall be adhered to if the system is to
remain in compliance with the requirements of SIL 3 are clearly marked.

Requirements for quality systems, documentation and competence are
included within this document. These are requirements, but are NOT
replacements for operating companies’ or integrators’ quality systems,
procedures and practices. The system integrator remains responsible for the
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Associated documents

Terminology

Safety and functional
safety

generation of procedures and practices applicable to its business, and shall
ensure that these are in accordance with the requirements defined herein. The
application of such procedures and practices is also the responsibility of the
system integrator, however, these shall be considered mandatory for systems
for SIL 3 applications.

The following documents are associated with the safety requirements
applicable to the Trusted System or provide supporting information via the
TUV Rheinland web site.

Table 1-1 - Referenced documents

Document Title

IEC 61508 Functional Safety of Programmable Electronic Systems

IEC 61511 Functional safety: Safety Instrumented Systems for the
process industry sector

EN 54-2 Fire Detection and Fire Alarm Systems

NFPA 72:2012 National Fire Alarm Code

NFPA 85:2015 Boiler and Combustion Systems Hazards Code

NFPA 86:2015 Standard for Ovens and Furnaces

An understanding of basic safety and functional safety principles and the
content of these standards in particular are highly recommended. The
principles of these standards should be thoroughly understood before
generating procedures and practices to meet the requirements of this Safety
Manual.

The terms ‘certification’ and ‘certified’ are used widely within this Manual.
Within the context of this Manual, these terms refer to the functional safety
certification of the product to IEC 61508 SIL 3. The Trusted System as a
product is certified to a wider range of standards that are outside the scope of
this Safety Manual.

This Manual contains rules and recommendations:

Rules are mandatory and must be followed if the resulting system is to be a
SIL 3 compliant application. These are identified by the term ‘shall’.

Recommendations are not mandatory, but if they are not followed, extra
safety precautions must be taken in order to certify the system.
Recommendations are identified by it is highly recommended’.

Safety: The expectation that a system will not lead to risk to human life or

health.

Safety is traditionally associated with the characteristics or hazards resulting
from the system itself; including fire hazards, electrical safety, etc. The
requirements to be satisfied by the integrator here include wiring, protective
covers, selection of materials, etc.

Functional Safety: The ability of a system to carry out the actions necessary to
achieve or to maintain a safe state for the process and its associated
equipment.
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Safety integrity and risk
class levels

Process Safety Time (PST)

Functional safety is considered the ability of the system to perform its
required safety function. The requirements on the integrator here are to take
the steps necessary to ensure that system is free from faults, errors, and
correctly executes the required safety functions.

This manual concentrates on functional safety; it is assumed that the reader is
familiar with the methods of achieving basic health and safety standards.

A Trusted TMR System is certified for use for applications up to SIL 3 for
subsections of the system using low density Input / Output (I/O).

SILis defined in IEC 61508/IEC 61511 as one of four possible discrete levels for
specifying the safety integrity requirements of the safety functions to be
allocated to the safety-related system. SIL 4 system has the highest level of
safety integrity; SIL 1 system has the lowest.

However, IEC 61508/1EC 61511 requires that the complete installation meet
these requirements in order to achieve an overall SIL. The system covered by
this manual forms only a part of such requirements.

Trusted interfacing systems that have CS300, SC300E and Regent I/O Low
Density modules are certified as non-interfering to the Trusted System but
retain the German Industrial Standard; Deutsche Industrie-Norm (DIN)
certification, which is referenced as DIN19250/AK5/AK6 certification of the
original Triguard, Regent and Regent+Plus I/O system (see Appendix A on
page 87 for Regent and Regent+Plus, Appendix B on page 93 for Triguard, and
Appendix C on page 99 for CS300).

Every process has a safety time that is the period that the process can be
controlled by a faulty control-output signal without entering a dangerous
condition. This is a function of the process dynamic and the level of safety
built into the process plant. The Process Safety Time' (PST) can range from
seconds to hours, depending on the process. In instances where the process
has a high demand rate and/or highly dynamic process the PST will be short.
For example, turbine control applications may dictate process safety times
down to around 100 ms.

The PST dictates the response time for the combination of the sensor,
actuators and each realized control or safety function. For demand or
event-driven elements of the system, the response time of the system shall be
considerably less than:

(PST- Sensor and actuator delay)

For convenience within this document, we will refer to the element of the PST
relevant to the system’s response time as PSTg, effective PST.

! This data must form part of the safety considerations for the system and design
reviews must be a fundamental part of safety engineering. The user should appoint an
engineer with design knowledge of their installation to determine this data; e.g. a
Loss Prevention Engineer.



Chapter 1 Introduction

Degraded operation

For cyclic elements of the system, the system’s scan time
shall be considerably less than the effective PST, i.e.:

145 (PST- Sensor and actuator delay), or ¥ (PSTg)

The response time in the context of the process safety time must consider the
system’s ability to respond, i.e. its probability of failure on demand (including
its ability to fulfill the required function within the required time). The
probability of failure on demand is a function of the system’s architecture, its
self-test interval and its R-factor If the system architecture provided no fault
tolerance, it would be necessary to ensure that the sum of the response times
(including sensors and actuators) and the fault detection time does not exceed
the process safety time. In practice, many of a system’s self-test intervals vary
from seconds to hours depending on the element of the system under test.

Non-fault tolerant (simplex) systems, by definition, do not have the ability to
continue their operation in the presence of fault conditions. If we consider a
digital point, the state may be o, 1, or undefined (X). Ifthere isa fault within
a non-fault tolerant system, we would normally assume that the state becomes
undefined in the presence of faults. For safety applications, however, it is
necessary to be able to define how the system will respond in the presence of
faults and as faults accumulate. This is the system’s defined degraded
operation. Traditionally, o is considered the fail-safe state, and 1 considered
the operable condition. A standard non-fault tolerant system would therefore
be 1 channel operating (or 1-out of-1), degrading to undefined (X) if there is a
fault. Obviously, this would be undesirable for safety applications, where we
require a fail-safe reaction if there is a fault, a system providing this operation
would be 1001 fail-safe, or 1-0.

The additional element in the degradation path is that the fault may occur but
may be hidden, or covert. The fault could be such that it prevents the system
from responding when required to do so. Obviously, this would also be
unacceptable for safety applications. To detect the presence of these covert
faults, it is necessary to perform tests, or diagnostics on the system. Detection
of the covert fault is then used to force the system to its fail-safe condition.
For a non-fault tolerant (simplex) system with diagnostics, this is referred to
as 1001D.

Fault tolerant systems have redundant elements that allow the system to
continue operation or to ensure that the system fails safely in the presence of
faults. For example, a dual system may be One-out-of-Two (1002 also known
as 1v2), with either channel able to initiate the fail-safe reaction, or
Two-out-of-Two (2002 or 2v2) requiring both channels to initiate the fail-safe

> The P -factorisa measure of common cause failure and is dependent on the
equipment’s original design, which is assessed and certified independently, and the
implementation of the guidance provided within this Chapter. The compact nature of
a Trusted TMR System provides a f3 -factor of better than 1%.
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reaction. The 1002 system provides a greater period between potential failure
to respond to a hazard, but a higher probability of spurious responses. The
2002 system providing a greater period between spurious responses, but a
higher chance of not responding when required. It is also possible to have
dual systems with diagnostics to address covert failures and help redress the
balance between failure to respond and spurious response. A dual system
could therefore be Two-out-of-Two with Diagnostics (2002D) reverting to
1001D reverting to fail-safe, or 2-1-0.

Consider a simple triplicated system, as shown in Figure 1. The input and
output devices are assumed to be simply wired to the input and output
channels to provide the requisite distribution and voting. We have assumed
that the output vote is a simple majority vote for this purpose.

Tip: With non-Trusted systems, there may be a need for a comman output-vating element.

INPUT PROCESSOR ouTPUT
{Ch. A) - (Ch. A) p (Ch.A)
1 1 1
INPUT PROCESE0OR ouUTPUT
(Ch. B) - (Ch. B) = (Ch.B)
1 1 1
INPUT PROCESE0OR ouUTPUT
(Ch. C) | (Ch. C) = (Ch.C)
1 1 1

Figure 1: Simple Triplicated System

A failure in any element of each channel, for example, Ch. A INPUT, will result
in that complete channel’s failure. If this failure is fail-safe, only one of the
remaining channels needs to respond to a demand condition to generate the
safe reaction. If a second channel fails safe, then the overall system will
fail-safe. This is therefore a 3-2-0 architecture. Typically, diagnostics are used
to assure the fail-safe state, the operation is therefore Two-out-of-Three with
Diagnostics (2003D), reverting to One-out-of Two with diagnostics (1002D),
reverting to fail-safe.
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Introduction

The Trusted TMR system

overview

The Trusted TMR System configured in a Triple Modular Redundant (TMR)
architecture means that each stage of the system is triplicated, with the results
from each preceding stage majority voted to provide both fault tolerance and
fault detection. Diagnostics are also used to ensure that covert failures are
detected and result in the correct fail-safe reaction. For example, a fault
within INPUT Ch. A will be localized to that input, and unlike the standard
triplicated system, will allow PROCESSOR Ch. A and OUTPUT Ch. A to
continue operation, that is, the input is now operating 1002D while the
remainder of the system continues to operate 2003.

Diagnostics Diagnostics

INPUT PROCE S50R
(Ch. &) — (Ch. A}
1 — 1 I~

Diagnostics Diagnostics

INPUT PROCESSOR
(Ch. B} — {Ch.B)
1 - 1 -

Diagnostics Diagnostics

INPUT PROCESSOR
Ch.c) (Ch.C}
1 = 1 =

Diagnostics

OUTPUT
(Ch oAy |
; I

Diainu&tics

QUTPUT

Ch. B)
1 L

Diagnostics

QUTPUT
ich.cy |
1 —

"F+1F

¥Y¥Y¥

xR’
1rw¢-

g
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Figure 2: TMR Architecture

The Trusted TMR System uses this Triple Modular Redundant architecture
with diagnostics, supporting a 2003D reverting to 1002D reverting to fail-safe,
or 3-2-0 operation. The 1002D operation is a transient mode of operation
where active and standby modules are installed; in this case, the degradation
is 3-2-3-2-0.

The architecture, and hence degradation modes for low density I/O may be
selected as required, refer to I/O architectures on page 34 for further details.

A Trusted TMR System is based on a triplicated microprocessor with internal
redundancy of all critical circuits. The system controls complex and often
critical processes in real time - executing programs that accept external
sensor signals, solving logic equations, performing calculations for
continuous process control and generating external control signals. These
user-defined application programs monitor and control real-world processes
in the oil and gas, refining, rail transit, power generation and related
industries across a wide range of control and safety applications. A Trusted
TMR System is certified for use in safety-related applications such as fire and
gas detection, and emergency shutdown up to requirements of IEC 61508 SIL
3.

Write and monitor application programs for the Trusted System by using the
AADvance-Trusted SIS Workstation Software (SIS Workstation Software) on
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a desktop or laptop running a Windows® 10, Windows 7, Windows 8,
Windows Server® 2008 or Windows Server 2012 operating system.

Alternatively, develop application programs with the legacy Trusted Toolset
Suite, running on a personal computer (PC) using VMware to provide a
Microsoft® Windows NT™, Windows 2000™, or Windows XP™ operating
system.

The TMR architecture provides a flexibility that allows each system to be easily
adapted to the different needs of any installation. This flexibility permits the
user to choose from different levels of I/O fault protection and provides a
variety of I/O interfacing and communications methods, allowing the system
to communicate with other equipment and field devices.

Those elements of the system that are to be used in safety-related operations
are certified to IEC 61508 SIL 3. The remaining elements of the system are
certified for non-interfering operation.

This manual covers the release specified in the certified module list.
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Safety principles

In this Section

e Introduction to safety principles 21
e Safety management 21
o Safetylifecycle 21

Introduction to safety This section provides an overview of generic safety principles with emphasis
rincioles on the system integration process. These principles are applicable to all
P P safety-related systems, including, but not limited to a Trusted TMR System.

Safety management A prerequisite for the achievement of functional safety is the implementation
of procedural measures applicable to the safety lifecycle; these procedural
measures are collectively referred to as a Safety Management System. The
Safety Management System defines the generic management and technical
activities necessary for functional safety. In many cases, the Safety
Management and Quality systems will be integrated within a single set of
procedures.

The safety management system shall include:

e A statement of the policy and strategy to achieving functional safety.

e A Safety Planning Procedure. This safety planning procedure shall
result in the definition of the safety lifecycle stages to be applied, the
measures, and techniques to be applied at each stage, and
responsibilities for completing these activities.

e Definitions of the records to be produced and methods of managing
these records, including change control. The change control
procedures shall include records of modification requests, the impact
analysis of proposed modifications and the approval of modifications.
The baseline for change control shall be defined clearly.

e Configuration items shall be uniquely identified and include version
information, for example, system and safety requirements, system
design documentation and drawings, application software source
code, test plans, test procedures and results.

e Methods of ensuring that persons are competent to undertake their
activities and fulfill their responsibilities.

Expansion of these requirements is included within the following
subsections.

Safety Iifecycle The Safety Lifecycle is designed to structure a system’s production into
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Scope definition

Functional requirements

defined stages and activities, and should include the following elements:

e Scope definition

e Functional requirements

e Safety requirements

e System engineering

e Application programming

e System production

e System integration

e Installation and commissioning
e System safety validation

e System operation and maintenance plan
e System modification

e Decommissioning

The definition of each lifecycle stage shall include its inputs, outputs, and
verification activities. It is not necessary to have stages within the lifecycle
addressing each of these elements independently; it is important that all of
these stages be covered within the lifecycle. Specific items that need to be
considered for each of these lifecycle elements are described in the following
subsections.

The initial step in the system lifecycle should establish the bounds of the
safety-related system and a clear definition of its interfaces with the process
and all third-party equipment. This stage should also establish the
requirements resulting from the intended installation environment,
including climatic conditions, power sources, etc.

In most cases, the client will provide this information. It is necessary to review
this information and establish a thorough understanding of the intended
application, the bounds of the system to be provided, and its intended
operating conditions. An example checklist for the review of the scope
definition is given in Table 4-1.

This stage is to establish the complete set of functions to be implemented by
the system. The timing requirements for each of the functions are also to be
established. Where possible, the functions should be allocated to defined
modes of operation of the process.

For each function, it is necessary to identify the process interfaces involved.
Similarly, where the function involves data interchanged with third-party
equipment, the data and interface are to be clearly identified. Where
non-standard field devices, communications interfaces or communications
protocols are required, it is important that the detailed requirements for these
interfaces be established and recorded at this stage. In general, the client will
provide the functional requirements. It is, however, necessary to collate these
requirements into a document, or document set, including any clarification of
the functional requirements. In cases where the client provides the functional
requirements in an ambiguous form it will be necessary to clarify, document
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and establish agreement on the requirements with the client. It is
recommended that logic diagrams be used to represent the required
functionality. An example checklist for the review of the functional
requirements is given in Table 4-2.

Safety requirements The functional requirements shall be analyzed to determine their safety
relevance. Where necessary, additional requirements shall be established to
ensure that the plant will fail-safe if there are failures within the plant, the
safety-related system, external equipment and communications or the
safety-related system’s environment.

For each safety-related function the required safety requirements class and
safety-related timing requirements shall be defined. The client should supply
this information. Where this information is not supplied it shall be
established and agreed with the client as part of this phase. It is highly
recommended that the client approve the resulting safety requirements. An
example checklist for the review of the safety requirements is given in Table
4-3.

System engineering This stage realizes the safety-related system design. It is recommended that
the engineering comprise two stages, the first defining the overall system
architecture, and the second detailing the engineering of the architectural
blocks.

The overall system architecture shall identify the individual systems. The
architecture for these systems and for their subsystems shall include any
diverse or other technology elements.

The architectural definition shall include the required safety requirements
class for each architectural element and identify the safety functions allocated
to that element. Additional safety functions resulting from the selected
system architecture shall be defined at this stage. The detailed engineering
shall refine the architectural elements and culminate in detailed information
for system build. The detailed design shall be in a form that is readable, readily
understood, and allows for simple inspection/review.

Tools used within the system engineering process are to be carefully selected,
with due consideration of the potential of introduction of error and the
required safety requirements class. Where there remains the possibility of
error, procedural methods of detecting such errors shall be included within
the process.

Safety requirements allocations

The overall system architecture shall define the individual system. The
architecture for these systems, and for their subsystems, shall include any
diverse or other technology elements. The architectural definition shall also
define the required safety requirements class for each architectural element
and identify the safety functions allocated to that element. Additional safety
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Application programming

functions resulting from the selected system architecture will be defined at
this stage.

The detailed engineering shall refine the architectural elements and
culminate in detailed information for system build. The detailed design shall
be in a form that is readable, readily understood, and allows for simple
inspection/review.

Tools used within the system engineering process are to be carefully selected,
with due consideration of the potential for the possibility of introduction of
error and the required safety requirements class. Where there remains the
possibility of error, procedural methods of detecting such errors shall be
included within the process.

An overall Application Program software architecture is to be defined. This
architecture will identify the software blocks and their allotted functions.

The application architectural design shall be used to define the additional
requirements resulting from the system hardware design. Specifically,
methods for addressing system-specific testing, diagnostics and fault
reporting are to be included.

It is highly recommended that simulation testing be performed on each
software block. This simulation testing should be used to show that each block
performs its intended functions and does not perform unintended functions.

Itis also highly recommended that software integration testing be performed
within the simulation environment before hardware-software integration.
The software integration testing will show that all software blocks interact
correctly to perform their intended functions and do not perform unintended
functions.

The development of the application software shall follow a structured
development cycle; the minimum requirements of which are:

o Architectural definition. The application program shall be divided into
largely self-contained ‘blocks’ to simplify the implementation and
testing. Safety and non-safety functions should be separated as far as
possible at this stage.

¢ Detailed design and coding. This stage details the design, and
implements each of the blocks identified during the architectural
definition.

e Testing. This stage verifies the operation of the application; it is
recommended that the application blocks first be tested individually
and then integrated and tested as a whole. This should be initially
undertaken within the simulation environment.

The resultant Application Programs shall be integrated with the system
hardware and integration testing performed.

The system production stage implements the detailed system design. The
production techniques, tools, and equipment used within the production
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testing of the system shall be commensurate with the required safety
requirements class.

This stage shall integrate the Application Programs with the target systems.
Where multiple systems are used to meet the overall requirement, it is
suggested that each system undergoes individual application program and
target system integration before overall system integration is performed. To
meet the requirements of the intended safety requirements class, the system
integration shall ensure the compatibility of the software and hardware.

The system installation stage shall define the steps to be undertaken to ensure
that the system is installed correctly and commissioned on the plant. These
steps shall include the physical and electrical installation of the system.

The installation environment is a potential source of common cause failure.
Therefore, it is vital that compatibility of the equipment is established. The
“environment for these purposes includes the climatic, hazardous area,
power, earthing, and EMC conditions. In many cases, there may not be a
single installation environment. Elements of the system may be installed in
differing location, such as, central control room, equipment rooms and field
installations. In these cases, it is important to establish the equipment and
environment compatibility for each site.

The first step in the installation sequence is typically the physical installation
of the system. Where the system comprises a number of physically separate
units, it is important that the sequence of installation be established. This may
include the installation of termination facilities before the remaining
elements of the system. In these cases, it is important to establish that
independent installation and testing facilities are available.

Each installation shall be designed to ensure that the control equipment is not
operated in environments that are beyond its design tolerances. Therefore,
consideration should be given to the proper control of temperature, humidity,
vibration and shock, as well as adequate shielding and earthing to ensure that
exposure to electromagnetic interference and electrostatic discharge sources
are minimized.

The commissioning stage is to establish the system hook-up and verify its
correct ‘end-to-end’ functionality, including the connection between the
Trusted TMR system and the required sensors and final elements. It is likely
that groups of functions are commissioned rather than the system as a whole,
that is, accommodation area functions before production functions. In these
cases, it is important to establish the commissioning sequence and the
measures to be taken to maintain safe operation during periods of partial
commissioning. These measures shall be system-specific and shall be defined
clearly before commissioning. It is important to establish that any temporary
measures implemented for test purposes or to allow partial commissioning
are removed before the system, as a whole, becomes live.
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Records shall be maintained throughout the commissioning process. These
records shall include records of the tests completed, problem reports, and
resolution of these problems.

Safety system validation shall test the integrated system to ensure compliance
with the requirements specification at the intended safety requirements class.
The validation activities should include those necessary to establish that the
required safety functions have been implemented under normal startup,
shutdown, and abnormal fault modes.

The validation shall ensure that each functional safety requirement has been
implemented at the required safety integrity level, and that the realization of
the function achieves its performance criteria, such as, but not limited to the
SIF response time having been validated as being within the acceptable
process safety time limits. The validation shall also consider potential external
common cause failures (for example, power sources, environmental
conditions) such that the influence of these external causes of failure is
understood and that measures can be applied to ensure that the system does
not exceed its published capabilities.

This Operation and Maintenance requirement is designed to maintain
functional safety beyond the design, production, installation and
commissioning of the system. The in-service operation and maintenance is
normally beyond the system integrator responsibility. However, guidance and
procedures shall be provided to ensure that the persons or organizations
responsible for Operation and Maintenance maintain the intended safety
levels.

The Operating and Maintenance Plan shall include the following:

e Although a Trusted TMR product requires no specific power-up and
power-down requirements, it is possible that the project-specific
implementation will dictate specific action sequences. These
sequences shall be clearly defined, ensuring that the sequences cannot
result in periods of the system’s inability to respond safely while a
hazard may be present.

e The Maintenance Plan shall detail the procedures to be adopted when
recalibrating sensors, actuators and I/O modules. The recommended
calibration periods shall also be included.

e The Maintenance Plan shall include the procedure to be adopted for
testing the system, and the maximum intervals between manual
testing.

e Sensor and actuator maintenance will require the application of
overrides in certain circumstances. Where these are required, they
shall be implemented in accordance with the guidance provided within
this document.
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Planned maintenance

In most system configurations, there will be some elements that are not tested
by the system’s internal diagnostics. These may be the final passive elements
in some I/O modules types, the FTAs which provide the interface with the
sensors, the actuators themselves, and the field wiring. A regime of Planned
Maintenance testing shall be adopted to ensure that faults do not accumulate
within those elements that could ultimately lead to the system’s inability to
perform its required safety functions. The maximum interval between these
tests shall be defined during the system design, that is, before installation. It
is highly recommended that the test interval be less than 12 months.

Refer to Appendix F on page 145 for recommended Proof Test methods.

Refer to Environmental requirements on page 72 for environmental
requirements that must be maintained over the operating lifetime of system
configurations.

Field device maintenance

During the lifetime of the system, it will be necessary to undertake a number
of field maintenance activities that will include recalibration, testing, and
replacement of devices. Facilities should be included within the system design
to allow these maintenance activities to be undertaken. Similarly, the
operating and maintenance plan needs to include these maintenance
activities, and their effect on the system operation and design. In general,
adequate provision for these measures will be defined by the client, and
provided the facilities, i.e. maintenance overrides, are implemented within
the requirements specified within this document. No further safety
requirements will be required.

It is highly recommended that the I/O forcing capability NOT be used to
support field device maintenance; this facility is provided to support
application testing only. Should this facility be used, the requirements defined
in Input and output forcing on page 55 shall be applied.

Module fault handling

When properly configured and installed, a Trusted TMR system is designed to
operate continuously and correctly even if one of its modules has a fault.
When a module does have a fault, it should be replaced promptly to ensure
that faults do not accumulate and cause multiple failure conditions that could
result in a plant shutdown. All modules permit live removal and replacement,
and modules within a fault-tolerant configuration can be removed with no
further action. Modules that do not have a partner slot or smart slot
configured and have a fail-safe configuration will require the application of
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override or bypass signals for the period of the module removal to ensure that
unwanted safety responses are not generated inadvertently.

On-site repair of modules is not supported; all failed modules should be
returned for repair and/or fault diagnosis. The return procedure for modules
should include procedures to identify the nature and circumstances of the
failure and the system response. Records of module failures and repair actions
shall be maintained.

Monitoring

In order to establish that the safety objectives have been met through the
lifetime of the system, it is important to maintain records of the faults,
failures, and anomalies. This requires the maintenance of records by both the
end user and the system integrator. The records maintained by the end user
are outside the scope of this document; however, it is highly recommended
that the following information be included:

e Description of the fault, failure or anomaly

e Details of the equipment involved, including module types and serial
numbers where appropriate

e When the fault was experienced and any circumstances leading to its
occurrence

¢ Any temporary measures implemented to correct or work-around the
problem

e Description of the resolution of the problem and reference to remedial
action plans and impact analysis

Each system integrator should define the field returns, repair, and defect
handling procedure. The information requirements placed on the end user
because of this procedure should be clearly documented and provided to the
end user. The defect handling procedure shall include:

e Method of detecting product-related defects and the reporting of these
to the original designers.

e Methods for detecting systematic failure that may affect other
elements of the system or other systems, and links to the satisfactory
resolution of the issues.

e Procedures for tracking all reported anomalies, their work around,
and/or resultant corrective action where applicable.

Design changes will inevitably occur during the system lifecycle; to ensure
that the system safety is maintained, such changes shall be carefully managed.
Procedures defining the measures to be adopted when updating the plant or
system shall be documented. These procedures shall be the responsibility of
the end user. The system integrator shall provide sufficient guidance to
ensure that these procedures maintain the required level of functional safety.
Special consideration shall be given to the procedures to be adopted if there
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Decommissioning

are product-level updates and enhancements such as module and firmware
updates. Updates to the system shall include considerations of the
requirements for application changes and firmware changes. These
procedural measures shall include:

e Requirement to undertake impact analysis of any such changes

e The measures to be implemented during the modification to the
system and its programming. These measures shall be aligned with the
requirements within this document. Specifically, the requirements
defined in sections Safety management on page 21 to Installation and
commissioning on page 25 shall be applied, as well as the additional
requirements defined in this section.

e The definition of these procedures shall include the review and
authorization process to be adopted for system changes.

Baselines

Baselines shall be declared beyond which any change shall follow the formal
change management procedure. The point within the lifecycle at which these
baselines are declared depends on the detail of the processes involved, the
complexity of the system, how amenable to change these processes are, and
the required safety requirements class. It is recommended that the baseline
for formal change process is the completion of each step in the lifecycle.
However, as a minimum the baseline shall be declared before the presence of
the potential hazards, that is, before startup.

Modification records

Records of each requested or required change shall be maintained. The
change management procedure shall include the consideration of the impact
of each of the required/requested changes before authorizing the
implementation of the change. The implementation of the change should
repeat those elements of the lifecycle appropriate to the change. The test of
the resultant changes should include non-regression testing in addition to
test of the change itself.

The procedure for decommissioning the system shall be defined. This
procedure is to include any specific requirements for the safe
decommissioning of the system and, where applicable, the safe disposal or
return of materials.

As with commissioning, it is likely that the decommissioning be performed in
a phased manner. The decommissioning procedure shall ensure that a plan be
developed that maintains the functional safety while the corresponding
hazards are present. Similarly, the installation environment of the control
equipment shall be maintained within its operating envelope while it is
required to function.
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e The decommissioning plan shall identify the sequence of removal of
hazards.

e Methods shall be defined to ensure that the interaction between safety
functions can be removed without initiating safety responses and still
maintain safety functionality for the remaining potential hazards. This
shall include the interaction between systems.

e The decommissioning procedure shall define which modules/materials
are to be returned for safe disposal following decommissioning

The functional safety assessment process shall confirm the effectiveness of
the achievement of functional safety for the system. The functional safety
assessment, in this context, is limited to the safety-related system and will
confirm that the system is designed, constructed, and installed in accordance
with the safety requirements.

Each required safety function and its required safety properties shall be
considered. The effects of faults and errors within the system and application
programs, failure external to the system and procedural deficiencies in these
safety functions are to be considered.

The assessments are to be undertaken by an audit team that shall include
personnel outside of the project. At least one functional safety assessment
shall be performed before the presence of the potential hazards, that is, before
startup.

The achievement of functional safety requires the implementation of the
safety lifecycle and ensuring that persons who are responsible for any safety
lifecycle activities are competent to discharge those responsibilities.

All persons involved in any safety lifecycle activity, including management
activities, shall have the appropriate training, technical knowledge,
experience, and qualifications relevant to the specific duties they have to
perform. The suitability of persons for their designated safety lifecycle
activities shall be based on the specific competency factors relevant to the
particular application and shall be recorded.

The following competence factors should be addressed when assessing and
justifying the competence of persons to carry out their duties:

e Engineering experience appropriate to the application area.

e Engineering experience appropriate to the technology.

o Safety engineering experience appropriate to the technology.

e Knowledge of the legal and safety regulatory framework.

e The consequences of failure of the safety-related system.

o The safety requirements class of the safety-related systems.

o The novelty of the design, design procedures, or application.

e Previous experience and its relevance to the specific duties to be
performed and the technology being employed.

In all of the above, higher risk will require increased rigor with the
specification and assessment of the competence.
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