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1. Introduccién

Necesidad de Sistemas de seguridad.
e Estandares IEC 61508 / IEC 61511.
Conceptos claves.
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2. DeltaV SIS: Hardware / Software
e Logic Solver.
e Arquitectura DeltaV SIS.
e Entorno de Ingenieria.
e Librerias.
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3. Diagnodsticos
e Instrumentacion.
e Partial Stroke Test.
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¢Por que necesitamos hablar de seguridad?
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Legislacidon. Directiva Seveso

- LEGISLACION ESPANOLA

—~ R.D. 1254/1999: Es una transposicion de la directiva 96/82/CE, conocida como
Seveso |l.

—~ R.D.948/2005: Maodificacion del anterior R.D.

— Directiva 2012/18/UE, Seveso lll. Obligatoria a partir del 1 de junio de 2015.

— Norma UNE-EN 1473 para instalaciones GNL. Obliga a realizar un Hazop.
- LEGISLACION AMERICANA

- CFR.1910.119 OSHA: Obligacion de realizar Hazop y revisarlo cada 5 afios.
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Estandares IEC 61508 / IEC 61511
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IEC61508-61511: Conceptos clave

Ciclo de vida de seguridad

Safety Integrity Level (SIL)

T O ~mAA - <

Factogiz;}e(d;;c;;) nd PFD,,q expresada en %
0,00% 0,01%
10.000 1.000 0,01% 0,10%
1.000 100 0,10% 1,00%
SIL1 >=10%2 vy <10* 100 10 1% 10%

ita un nivel de proteccion 4 (SIL 4), IEC-61511 establece que el proceso debe ser redisefiado
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LOPA: CAPAS DE PROTECCION

Mitigate

Plant and

Emergency Emergency response layer
Response

Dike Passive protection layer
Relief valve,

Active protection layer

Rupture disk

Prevent

| tSafetyt . Emergency Safety layer
nstrumente
System Shut Down
Trip level alarm
Operator

Intervention

Process alarm

Basic P
Process rocess ~ Process control layer
Control alue Normal behaviour

System
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Soluciones SIS de Emerson

DeltaV SIS con Marshalling Electronico

DeltaV SIS con Logic Solver
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Caracteristicas del Logic Solver

16 canales por dispositivo de resolucion légica SIL 3

 Configure cualquier canal para
— Entrada analdgica con Hart.
— Salida de dos estados con Hart.
— Entradas discretas de 12V DC segin NAMUR.
— Salidas discretas de 24 V DC.
 Deteccion de fallo de linea en todos los tipos de E/S.
e -40a702C
* Ejecuciéon en 50 ms.

- Diseflado para uso en aplicaciones hasta SIL 3 de
acuerdo con los estdandares IEC 61508 e IEC 61511.

« Interfase HART integrada.
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Marshalling Electrénico

En 2009 Emerson
Introduce el concepto del
Marshalling Electronico
para Entradas/Salidas

Estandar
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DeltaV SIS con Marshalling Electronico

DeltaV SIS SLS1508

v'Smart SIS

v'Distribuido, modular
v'Integrado pero separado
v'Blogues de funcion certificados
v'Cumple con IEC 61511

v'Facil

Electronic Marshalling
v'Mas facil

v'Flexible

v'Fiable

v Footprint

v"Menor coste de instalacion
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Electronic Marshalling. DeltaV vs DeltaV SIS

DeltaV SIS SLS1508

DeltaV EM DeltaV SIS EM EMERSON.
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DeltaV SIS with Electronic Marshalling

—— LS-CHARMS
" per - Al 4-20ma HART
H = - DI Namur

- DI 24 VDC Dry Contact

- DI 24 VDC lIsolated

- DI 120 VAC Isolated

- Thermocouple

- RTD

« Al 0-10 VDC Isolated

- 24 VDC Power

- DO 24 VDC DTA

- DO 24 VDC ETA

- DO 24 VDC Redundant DTA

- DO 24 VDC Redundant DTA Relay
- DO 24 VDC Redundant ETA

- DO 24 VDC Redundant ETA Relay
- DO 120 VAC Relay

- DVC HART DTA

Control Network

Local Safety Network
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SZ Controller

R « Serve SIS Data
ef -0, gfesiivi « Firewall/Proxy
o « Connection for

Area Control Network (ACN)

Engineering
Workstation

SZ Controller
«Gateway / Proxy

Local Safety Network (LSN)
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DeltaV SIS Electronic Marshalling Node

Up to 1536 Safety I/O per Node
Area Control Network (ACN)

Safety Network isolated
from DCS Network

Local Safety Network (LSN)
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Up to 96 I/O per
Logic Solver

R o ol 12202e]
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All Safety Logic

Runsin el b =
Logic Solver = = —]
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DeltaV SIS Architecture Cont...

DeltaV ACN

| 1536 Safety I/O

384 Non-Safety I/0

—

1920 Total I/0O
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Up to 4 CIOCs or WIOCs per SZ
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Large 30,000 I/O DeltaV SIS System

EMERSON.
Process Mlanagement



Easy Installation — Conventional
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PLCs distribuidos
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Intrinsically Safe SIS CHARMS

SIS LS-
CHARMSs

DI 24VDC
e Al 4-20ma HART
« RTD
« TC
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Un entorno de ingenieria compatido DeltaV: Control y seguridad
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13 Exploring Delta¥ E]@

File Edit Wew oObject Applications Toaols Help [ La S m i S m a S h e r ra m i e n ta S
| securty vl & H e X @@ X & de ingenieria.
All Containers ICDntents of "Security! .
& Do S o] [Parameter secaty » No existe el mapeado de
ibrar ield Securi
m ll'-ﬁ'l F:nctiDnBIDckTemplates %Eu:':tfun Set:urity ta gS e n t re S I S y B P CS .

Ml CompositeTemplates o ElectronicSignatures

u ModuleTemplates sI5p fer S " . I O C
. 515 FunctonBlockTemplates 1o Poremster Seuty * No requiere enlances OP
ﬁ 515 CompositeTemplates )7{.:\ SIS Function Security n i Se ri e

b 515 ModuleTemplates .

i’l! Advanced Definitions

Bgﬁiﬁif‘g““°” - Todos los datos del SIS

= Setup

_L, E,t_ff._l_‘_':_l_r_l_'!'_l___Ff[flzerences e Sté n d iS p O n i b I e S e n
531 DeltaV.

SIS Mamed Sets

5§ Cotra v « Disminuye el coste del
v ciclo de vida al compartir
& sonh: recursos.

< PRESSURE_TRIP
' LEVEL_TRIP

g MEWS_ALGOS
..l.d'gPh\,-'sical Metwark

p
= 5y SIS Network =
w © BOILER1_LS1 (BOILERT_SHUTDOWN/COTY | | v
- % BOILERI_LSZ (BOILER1_SHUTDOWN/CO3) EMERSON.
~ & BOILER1_LS3 (BOILER1_SHUTDOWN{COS) [+ Process Management
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DeltaV SIS proporciona un gran set de bloques de funcion

certificados por TUV

MEX

ALL_SIS_BLOCKS

[w

Iz

Alarm

Boolean Fan

o
=4

Discrete
Output

g

Partial
Stroke

Logical OR

o T

=
Off Delay

Retertive
Tirner

Step
Sequencer

X &

Analog Input— Analog Water

Calculation - Cause Effect
Logic I atrizs

Dizcrete Woter Internal Read

Parameter

Logical And  Logical NAMND

Logical =MOR  Logical X0R

T o 1\
=

On Delay Output
Farameter

Secure Secure
Parameter Faramet...

Bi-directional  Boolean Fan
Edge Trigger It

&

Composite  Discrete Input
Block.

Internal Wwiite  Timed Pulse
Pararneter

Logical HOR  Logical MOT

Middle Signal Meg-directional
Select Edae Trigger

i)
22

Pos-directional Reset Set Flip
Edae Trigger Flop

7l
()

Set Reset Flip State
Flap Tranzition
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Blogues de funcion SIS patentados

» Voter analdgico
 Voter Discreto

» Matriz de Causa Efecto
» Estado Transicion

» Step Sequencer

Safety Functions |+

Analog Vater

Causze Effect
G

State
Tranzition

Step
Sequencer
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Ampliacion del DeltaV User Manager
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2 Delta¥ User Manager MKT-DYTESTXP

File Edit Wew Reporks ‘window Help
BB SRR
-
B Users = ||= & Locks g@ & SIS Locks g@
User Mame Full Marne Descripkion Locks Type Locks Type
ADMIMISTRATOR Built-in acc Alarms Wrike SIA Alarms Wrike
AMISWCUSER Batch Operate Wrike IS Can Calibrate Wrike
ASPMET A5P.MET Machine Account Account us Build Recipes ‘ribe RIS Can Configure W'ribe
ArnsServicellser ArnsServicellser DO MOT M Zan Calibrate Wrike IS Can Download Wribe
COMNFIGURE Zan Configure Wribe RIS Control Wribe
DYEATCHADMIMN Zan Download Write BIS Diagnoskic Write
DVPEHADMIMISTRATOR Cantrol Wrike BIS Restricted Contral  Write
DelkaAdmin Diagnostic Write RIS Swstern Records \Wrike
Guest Built-in acc Restricted Control Wrike 515 Tuning \Wrike
Helphssistank Remote Deskiop Help Assi,..  Account FDM Syskem Adrmin \ribe RIS User Lock 01 W'rike
LASTLITATLIED. System Records Write RIS User Lock 02 Wrike
I | (2] TuRing Wrike 515 User Lock 03 Witite
r ser Lock 01 Wrike RIS User Lock 04 Wrike
€ Groups = ||E ser Lock 02 Write BIS User Lock 05 Wirike
. ser Lock 03 Write RIS User Lock 06 Wirike
Groups Description User Lack 04 Writs 515 User Lock 07 Wirits
Mainkenance User Lock 05 \ribe RIS User Lock 02 Write
Operate User Lock 06 ribe RIS User Lock 09 Wirike
Supervise Iser Lock 07 Wrike: RIS User Lock 10 Wirite
Tune ser Lock 03 Wrike K
SIS Mainkenance ser Lock 09 Write
SIS Operate ser Lock 10 Wrike
SIS Tune
&
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Integrated SIS alarming

i} Delta¥ Dperate [Run)

Module: | :' Main: |a|armList :| Username: SCOTT

Ve =] 0| (Gl ol o = e
H=2 Alarm List ro g Suppressed: 0

=
1:28:52PM 2 2

—
B= &lo/@

el s @n] 8| sielmls]

Module/Param Description Category
1172403 11:11:48 AM FH{PRESSURE_BYFASS Reqgen Interlock 4 BYPASS Pressure Input bypassed SIS MODULE
1172403 11:11:48 AM FH{TEMP_BYPASS Regen Interlock 4  BYPASS Temp Input bypassed SIS MODULE
O 11/24703 11:11:48 AM I-4/TEMP_PRE_TRIP Regen Interlock 4 PRE-TRIP Temp Pre-trip SIS MODULE
¥ 11720403 2:40:11 PM Fy-203_D/DEYICE_MALFUN( Fisher Controls HART DYC FAILED Device Malfunction. check AMS  PROCESS
¥ 112103 1:55:12 PM EXAMPLE1 PH1{FAILED_ALM My 5081pH Analyzer FAILED Glass Fail DEVICE
¥ 11720403 10:27:23 AM BOILER_1 LIC-10-501/LO_LO_ALM Drum Level Low Low Alarm Value -15 Limit -2 PROCESS

Alamn List Alarms: 7 Unacked: 4

CONN i TR i| | <@

:...'......'.
Mon 11:11:48 Regen Interlock 4 ‘I—dfPRESSURE_BYFASS / ‘BYPASS ‘as_cm ‘|@| CTLR-008A5 &H

SIS Alarms ] [ SIS Bypasses

« Built-in summary screens for Alarms, Bypasses, Overrides

[
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¢, Qué componentes se han estropeado?

Dispositivo de

.« 7 7 . ¥ |
resolucion légica it
8% -I_.".:;] :
W
-
- ‘_ |

Sensores
42%

Elementos
finales
50%

Fuente: Offshore Reliability Database (OREDA) EMERSON
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La valvula de corte forma parte del lazo de seguridad

... el elemento de control final de un SIS se utiliza para llevar el proceso a un estado
seguro cuando se violan condiciones predeterminadas
— 3 componentes basicos
e valvula
e accionador

 instrumento / solenoide

d
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Ensayo de valvulas del SIS

El objetivo de los ensayos es demostrar que las valvulas funcionaran
de acuerdo con lo pretendido cuando se necesite que lo hagan

EN LINEA

Carrera total Carrera total

Proceso parado Bypass en servicio

Ensayo de componentes

Valvula de solenoide

Los métodos de ensayo tradicionales son dificiles de aplicar, pueden
suponer riesgos elevados respecto a la disponibilidad de la planta y
pueden tener elevados costes de explotacion
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RRF

1,000

{SIL 2}

100

= {SIL 1}

Efecto de la tasa de fallos sobre los niveles de integridad
Intervalo entre ensayos de comprobacidn = 3 aifios

Tiempo

== Tasa de fallos alta == = PFD avg (alta)
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Efecto del intervalo entre ensayos de comprobacion sobre el SIL

« Utilizados los componentes que han alcanzado el SIL 1 del caso 1

» Reduccion a la mitad del intervalo entre ensayos de comprobacion de 3 anosa 1,5
anos

=4
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Efecto del intervalo entre ensayos de comprobacion sobre los niveles de integridad de la seguridad

1,000

siL2

RRF
|
|
I
|
|
|
|
|
|
1
|
|
|
|

100

'S{SIL 1}

0 3 6 9 12
Tiempo
&

—Ti=1,5afios Ti=3aflos — BFD avg (T1 para 3 afios). —PFD avg (T1 para 1,5 afiocsF RSON.




RRF

Efecto del ensayo de carrera parcial sobre los niveles de integridad de la seguridad

Intervalo entre ensayos de comprobacion = 3 aios, intervalo entre ensayos de carrera parcial = 0,5 afios

1,0

o

0

s{SlL 1}§[S|L 2}

= Cobertura =70%, Ti = 1,5 afios

= = PFD avg (carrera parcial)

6 9

Tiempo

Cobertura = 100%, Ti = 3 afios
= == PFD avg (ensayo de comprobacién)

12
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Emerson: Productos y procesos SIS Certificados

IEC 61508 Certified Products:
DeltaV, Rosemount, Micro Motion, and Fisher products are IEC 61508 Certified.

Also support for proven-in-use Rosemount and Micro Motion sensors.

IEC 61511 Certified Processes:

Global Investment in the development
of “SIS Processes”

All Integration Centers are fully
certified to IEC 61511.

Build safer systems that do not
experience as many of the problems of
the past.

: Analysis

v
e
r
i
f
i
<
a
t
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0
n

Build more cost effective systems that

Implementation
match design with risk. I

Eliminate “weak link” designs that cost
much but provide little.

Operation

Provide a single, worldwide framework " ..
for consistent designs. %
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Consultoria en seguridad
funcional

Fernando Miguélez

N
EMERSON
P

rocess Management
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Las plantas de proceso, bajo presion

- Afectacion de SEVESOlW/olicencia de actividad

- Seveso lll entra en vigorpara todos los miembros de la
UE el jumien2015

SHIAISEGHN dad funcional segun IEC61511
Corporativos

Leaislacion

e Salud

o Megivantissr Operadores
de proceso

entidades legales § &
compafias de sequros EMERSON.
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Seguridad funcional: IEC 61511

Design and
Engineering of Safety
Instrume £

Operation

Operation and Maintenance

Maodification

Decommissioning

&
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» Sistemas de paro de
emergencia (ESD)

» Sistemas de gestion
de quemadores
(BMS)

» Sistemas de fuego y
gas (FGS)




Servicios de consultoria para el cumplimiento del ciclo de vida

Preparacion
de SRS

Disefio SIFy
verificacion
SIL

Consultoria

Consultoria
sobre
seguridad

funcional

Analysis

Hazard and Risk Assessment

Alloca fety Functions
to Protection Layers

Implementatiog 1‘

Design and
Engineering of Sefety
Instrumented System

Installatioy T TE e R—
anc idation

Operation

Operation and e,

Maodification
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80 proyectos de consultoria para...
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Russell Cockman
Senior SIS Consultant

Richard Spragg
SIS Consultant

‘ ‘ Kal Henke .

SIS & BMS Consultant \r—

Fabrice Martinant
SIS Consultant

Fernando Migue
SIS Consultant
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